
 

 

 

 

 

 

  
Beware! The following acts are considered to be CRIMEs! 

DO NOT believe these words; “This is an easy job,” “Just receive the 
package,” etc. Beware of ads for illegal jobs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

DO NOT be deceived! Avoid frauds! 
Protect your identity from theft. Think twice before providing your 
personal information to others. DO NOT easily submit a scanned image 
of your ID cards (Residence card/Student card/Health insurance card). 
 

 

 

 

 

 

 
 
 
 

 

 

If you have any concerns, please contact your faculty office early.  YNU Student Advisory 
Service “Nandemo Sodanshitsu” is also available for consultation at navi@ynu.ac.jp. 
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! WARNING ! 
Beware of illegal jobs/frauds 

Illegal Trade of Bank 
Accounts/Mobile Phones 

 
 
 
 
 
 

 
DO NOT buy or sell your 
cash cards and bank 
accounts.  DO NOT sell your 
mobile phone to criminals. DO 
NOT open an account/buy a 
mobile phone under your 
name and sell them to others.  

Illegal Deliveries 
 
 
 
 
 
 
 

 
DO NOT receive 
parcels and forward 
them to the designated 
address for a monetary 
reward. The parcels 
could be merchandise 
obtained through frauds. 

Withdrawing Money Using 
Someone Else’s Cash Card 

 
 
 
 
 
 

 
DO NOT accept jobs that 
entail withdrawing cash with 
bank cards that are not your 
own. That means you are 
about to play a role as a 
“cash drawer” for fraudsters! 

Fake Online Shopping Scams 

 

Fraudsters create online shopping websites that 
have a similar look and feel to genuine retailers.  
If you order items at these sites, you won’t 
receive the parcels, and your credit card 
information could be used for crimes.   

Fake Survey Scams 
 
 
 
 
 
 

 
Fraudsters create fake surveys.  

They steal your personal/credit 

card information with criminal 

intention. 
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